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Quantum Bit: Polarization of a Photon
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Qubit: Rectilinear Basis

Detecting a Qubit
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Quantum Mechanics
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Non-Classical Properties
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No Cloning Theorem:
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Quantum Key Distribution (QKD)
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= most-studied in quantum cryptography

= 3-party scenario
= unconditional security against unrestricted eavesdroppers

QKD: Intuition
Alice _@@@@@_ X Bob
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Eve
= quantum states are unknown to Eve, cannot copy them
= honest players can check whether Eve interfered
= then amplify their advantage

Commercial QKD-Products

= MagicQ (USA)_ @—,CDI-.-_.
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only quantum communication,

no quantum storage

I nor quantum computation required
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Impossibility Results Possible Assumptions
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= Bit Commitment [Mayers,LoChau96]
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= bounded time =- classical cryptography,
assumption-based

= NOisy ressources

= bounded Memory @ ——

Classical Bounded-Storage Model

[Maurer92]
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\~. = long random string in the sky which players try to

store

= amemory bound applies at a specified moment
(string disappears)

= protocol for Oblivious Transfer
[CCM98, DHRS04]:

> memory size of honest players: k

= memory of dishonest players: < k?

= tight bound [DM04]
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Bounded-Quantum-Storage Model
[Damgaard Fehr Salvail S 05] .
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. bounded adversaries

quantum memory bound applies at a specified
moment

besides that, players are unbounded
(in time and space)

honest players do not need quantum memory at all

honest players: 0 k
dishonest players: <n/4 <k?

unconditional security against quantum-memory




4/29/2008

Quantum Memory

[physics group of Eugene Polzik, Copenhagen (DK)]
» 70% fidelity, few milliseconds, ...
= technically very challenging

A Bit of History
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>"» = [Damgaard Fehr Salvail S 05]
Rabin-OT and Bit Commitment

N = [Damgaard Fehr Renner Salvail S 07]
3 1-2 Oblivious Transfer

NS\_7~ = [Damgaard Fehr Salvail S 07]
Secure ldentification
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Why Secure Identification?

I'm Alice
my PIN is IMAB52
S | want $25

Why Secure Identifica

I'm Alice
my PIN is IMAB52
S | want $25

Sorry, I'm out of order
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Secure Evaluation of the Equality
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= PIN-based identification scheme should be a
secure evaluation of the equality function

= Adishonest player can exclude only one possible
password
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Quantum Identification Protocol
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- v correct protocol
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f(X) & gW’)
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‘/secure against unbounded Alice

whp all different

Unbounded DishonestBob ~ w=?
Vo @lens ~

X= 110 °"""°- -

AX=01110

CW)= +P -~ """ """
twQguniv hash fct f
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f(X) @ g(W)

= f(X) & g(W’)

= f(X) ® g(W”)

- completely insecure!
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after a lot of work:

- dlshonest Bob can only learn one W’

Properties of the Basic Schem
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» efficient: n qubits, 3 classical messages,

honest players do not require quantum memory
» provably secure against:

> unbounded dishonest user Alice

- dishonest server Bob with quantum memory < n/11

> both have unbounded computing power and

classical memory

» can be extended to tolerate noise, therefore

.'|iilementable with current technology
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Conclusion

» Thanks to

you!
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= Quantum Cryptography is
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Conclusion ( &>
= Intro to Quantum Mechanics (O OS
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= Quantum Key Distribution @
——a
M

= Two-Party Quantum Cryptography [\‘D
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= PIN-Based Identification secure against




