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ABSTRACT

 paper describes work being undertaken at both Hull University
and Massey University in the development and deployment of
tools for web-based teaching and learning. The tools described
here comprise an easy-to-use multimedia authoring system and
a scalable system for the management, authoring and delivery
of education in both on-line and off-line modes. The former is
the AudioGraph Recorder and is in use by a large number of
teachers and trainers around the world. The paper will give a
brief introduction to its capabilities, describe the work in
progress and show how it has been used in practice. The
educational delivery system is designed to be both flexible and
scalable. To this end we have exploited both legacy and
emerging standards in database technology, such as SQL and
XML. The system is also designed to be scalable by utilising
the network of students’ computers as a distributed server. The
architecture and implementation issues solved in developing
this system will be discussed.

Keywords: Multimedia authoring, web-based teaching and
learning, Web-based education management and delivery.

1. WEB-BASED EDUCATION

Web-based education has been held up as a panacea for many
years; our own work in this field started in 1995 and from very
practical requirements. The initial reluctance to adopt is
changing and we are now seeing a rapid take-up of this
technology. A good example of one of the drivers is the UK
initiative of the e-University[1]. This is typical of the
widespread interest of governments and institutions in this use
of the Web, together with the ubiquitous personal computers, to
enable information to be exchanged more quickly and flexibly
than ever before.  People now expect information that is
immediate, personal, current, engaging and collaborative[2].

Technology and knowledge are also the momentum of any new
economy. There is always a shortage of skilled workers in the
work force. Post-secondary or post tertiary education is now
mandatory in the workforce due to the rapid and accelerating
rate of change of many sciences and technologies. This requires
a constant refreshing of knowledge in a skilled work force. This
education will have to be provided by many new players and,
in addition to the traditional schools and universities, new
education providers, including the companies requiring the
skilled workforce, will be brought into this new arena. This
education may be provided locally, on a company’s Intranet or
may provided globally, with experts in a given niche selling
their expertise to the world. The technology for this already
exists, using any number of different delivery methods[3].

The list below includes only those relevant to web-based
delivery, the most promising mode of delivery due to its
widespread use.

•  Compressed Video
•  Audio/visual presentations
•  Audio
•  Electronic document exchange
•  E-mail, Usenet
•  Electronic classroom environments
•  Internet or CD-ROM/DVD delivery

Web-based delivery of distance learning material can be
provided synchronously (in real-time) or asynchronously (by
recording and serving the material on a web site). Media such
as audio, video, image, text and graphics can also be delivered
in an interactive and above all a continuously monitored
environment and the cost is affordable for all learners,
regardless of their location.

Today’s web browsers such as Netscape and Internet Explorer
are so easy to use that even a computer illiterate person can
grasp the basic skills in a very short time. These browsers are
free to use and their functionality can be extended by either
Java applets or by providing plug-in components.

This delivery mechanism is also dynamic, as it provides the
learner with an interactive interface, integrating all kinds of
media within a hypertext environment. "The WWW is
immediate, personal, current, engaging and collaborative.
Learners are responsible for their own learning in a medium
that allows exploration and discovery"[2]. Web-base learning
therefore helps the learner to develop skills such as how to
collaborate and how to find knowledge from the extensive
resources available. Validation of that knowledge is one of the
major hurdles for the adoption of this direction in education.
We will return to this issue later.

There are now significant political pressures to ensure the
needs described above are met and education providers are
pursuing technology to achieve these goals at an ever-
increasing pace. It is predicted[4]  that in the United States over
the next two years, colleges and universities will use web-based
learning as a means to improve education flexibility and to
provide education opportunities to more students. With only 30
percent of classes now using web pages to distribute class
materials and resources and less that 5 percent of campuses
having adopted web-education delivery platforms, the adoption
is still in its infancy. However, it is estimated that within the
next two years, about 50 percents of all campuses will install a
campus-wide learning platform.



2 .  DEVELOPMENT AND DELIVERY OF
EDUCATIONAL MATERIAL

Searching the web reveals many thousands of web-sites that
purport to deliver educational material. However, these so-
called "web-based distance leaning systems" do little more than
put lecture notes online or just create links to material.
Although this is may be useful to augment a traditional
education, it is not sufficient in itself to provide an on-line
education and is certainly not exploiting the medium to its
fullest. There is in fact a dearth of high-quality educational
material. Even sites that contain animation, graphics, video or
audio, tend only to use this approach for visual effect, without
regard to pedagogical efficacy.

Concerning the delivery of this material, there are currently two
approaches: to use a standard web server, with or without
access restrictions, or to use one of the many educational web
frameworks. These will include access checking, access
logging, on-line communications, and perhaps some simple
authoring e.g. for tests. Although most of these systems are
very similar, there are numerous comparative evaluations to be
found[5-8].

Given the extent of the material and tools available, why is
there still a need for continuing development in this area? One
of the reasons that most of the material available is text-based
is due to the high cost of developing multimedia. This may
require hundreds of hours preparation for every hour of
presentation. This ratio is untenable and it is clear that the
development of the media must be simplified in order to reduce
the costs and at the same time bring the educators into the
picture. AudioGraph[9-11], one of the tools described in this
paper, has attempted to do just that. This tool will be described
briefly in the next section. It has also been demonstrated that it
can be used successfully to produce and deliver economical
educational multimedia[12,13].

Returning to the web-based delivery of educational material,
the existing tools[5-8] have been developed as ad-hoc manner
extensions to a conventional web server. Most are based on
server-side scripting, with Java providing for client side
interactivity. None of these tools really provide standards for
interfacing to legacy systems or for interoperability across
other learning objects that can be found on the web. In our
analysis we found the following deficiencies:
Lack of flexibility in the mode of delivery: all provide only
online delivery. This can be both expensive and inflexible. All
material has to be downloaded from the server rather than
delivered on CD or DVD. In the case of video or even high-
quality audio, this requires end-user bandwidths unavailable in
most of the world. The problems that need to be solved in
allowing an off-line access mode however, are not
inconsiderable.
Lack of flexibility in interfacing with legacy systems: many
current education providers already have large investment in
database systems for administrating their business. Web-based
systems must integrate seamlessly into these legacy systems,
which will usually require SQL database interfaces.
Lack of adaptability: current tools are mostly designed for
browsing and information retrieval, but not for active learning.
Students with different background knowledge will essentially

receive the same educational materials. Adaptivity in delivery
is an important aspect of web-based learning systems. It is
defined as the ability to be aware of user’s behavior and
knowledge, and to take this into account in providing the user
with the right kind of learning object[14]. There is a conflict
between this and off-line delivery requirement. On-line access
can be monitored easily but in off-line mode, with material
delivered on CD, special consideration has to be given to the
logging of student activity and its use in adapting the
presentations the student receives.
Lack of accuracy in multimedia document retrieval: querying
delivery systems is normally achieved based on keyword
searches. Accuracy of keyword searches is not good, normally
this would yield either to few or too many matches. Semantic-
based searches have the potential to provide much more
accurate retrieval.

From this analysis, it is clear that there is also a need for further
development of web-base distance learning systems to
overcome these shortcomings. This is the origin of TILE
project [15].

Both the AudioGraph and the TILE system will be described in
this paper. Work on the AudioGraph is very mature with many
users of this commercial-quality software. This project is
described in section 3. The TILE project, on the other hand, is
currently in the development stage. The design stage has been
completed and the result of that is described here. We have
already prototyped most of the system and will describe this in
section 4.

3. THE AUDIOGRAPH TOOLS

AudioGraph was developed for on-line teaching and training.
The tools comprise an authoring program called the
AudioGraph Recorder and plug-ins for web browsers to play
back the recorded presentations. The tools are available as a
free download from http://www.nzedsoft.com/. Currently the
Macintosh version is more mature, with version 1.3, the fourth
release, having been made available in mid 2001. The
Windows version, released at the same time, is a beta release
(version 1.0beta). This section describes the tools and their
planned further enhancement.

The fundamental philosophy in the design of the AudioGraph
has been to assume that the tools would be used by academics,
teachers and trainers, rather than by multimedia professionals,
who are already catered for by a number sophisticated and
complex authoring tools. This required a thorough analysis of
the basic requirements of on-line education and the provision of
an intuitive interface that allows these non-professionals to
produce professional looking presentations very rapidly and
without prior multimedia experience. This strategy places the
development of multimedia firmly in the hands of the educators
rather than the professionals. In this way, we hope to achieve a
paradigm shift, in much the same way that paper-based
publishing underwent with the advent of easy-to-use word
processors.

At the outset of this project our goals were as follows:
•  to target the delivery of multimedia course-ware via the

world-wide web;



•  to provide simple-to-use tools capable of producing
multimedia presentations with little or no experience of
multimedia editing;

•  to significantly reduce the industry norm of 200 hours of
preparation time for every hour of multimedia
presentation;

•  to ensure the presentation size was small enough so that
institutions could provide a large corpus of multimedia
tuition on a modestly sized server;

•  to ensure that the multimedia presentations could be
accessed over modem connection speeds (e.g. 14K),
without any significant delay;

•  to provide cross platform delivery of the multi-media
contents using a browser plug-in.

The fact that these tools are now used by around 1000 users
worldwide, is an indication that these objectives have been
largely met. The tools are under constant review but we are
resisting the temptation to add too many features to maintain
ease of use.

An overview of the tools
We had to make compromises in the design of the tools. The
major one is in the media supported. AudioGraph supports only
compressed audio, images and vector graphics as its media
elements, and generates presentations for web-based delivery.
We use an iconic interface to and void synchronisation issues
using the AudioGraph principle, which requires the
presentation to be a strict sequence of media elements. Some of
the media elements have real-time semantics, such as pauses
and sounds. Others, such as the rendering of an image or vector
graphic component, have no real time meaning but are rendered
at the speed of the playback computer, which may be very
different on different generations of computers. Whatever the
playback speed however, the media file structure, which
embeds the AudioGraph principle, maintains the strict
sequence and hence the correct semantics of the presentation.

AudioGraph does not support video and clearly this is to satisfy
the requirements of a small footprint web-site and low-

bandwidth streaming media.

Results from using the tools in extensive field trials are
presented in [12,13], which demonstrate the effectiveness of
the tools.
The editing interface
The main editing interface that implements the AudioGraph
principle is a pair of windows: the slide window, which shows
the presentation as it will appear at any point in the presentation
sequence and the edit console, which represents the sequence
of media elements in iconic form. The user can select any icon
within the edit console and the slide window displays the
presentation, as it would appear when that media element has
been displayed. Figure 1 gives a demonstration of this
principle. The four media elements in the edit console are an
image, a freehand vector graphic element (the handwriting), a
rectangle (notice the transparency) and a straight line, in that
order. Notice that only those elements up to and including the
icon selected in the edit console are displayed in the slide
window. Any selected element can be moved in either window
(in space or in time). The edit console shows the presentation
as a sequence of media elements (iconically), which can be
moved around on the temporal axis and the slide window
shows a corresponding snapshot of the spatial representation of
the presentation at any point on the temporal axis.
The edit console has a number of controls, which are for
previewing the dynamic presentation. These navigate, play and
stop playback. Other controls are used for editing and grouping
together the media elements.

The tools
Figure 2 shows the tool menu, which is used to select a tool to
place the media elements in the presentation. At the top of the
menu, there are various vector graphic tools, namely (from left-
to-right): freehand line - used for handwriting, straight lines,
rectangle (open and filled), ellipses and finally, arcs. Then there
is a highlighter, used like a highlighter pen and an eraser.
Below these are the image placement tool and the link tool,
then the scroll and the text tools and finally the sound and
pause tools. The remainder of the window provides some tools
for editing attributes and navigation. If a media element has
been selected, then these tools modify its attributes, otherwise
the attributes of the tools themselves is edited. In this window,
colour and line thickness can be modified, which are the mostFigure 1. A composition of screen shots showing the edit

console and slide window. This shows the correspondence
between the iconic and graphical representation of each
media element

Figure 2. The tools menu



commonly used attributes. Other attributes can be edited from a
separate attributes menu.

The media elements
Images - A simple presentation style using the

AudioGraph would typically use a set of presentation images,
as might be produced by PowerPoint for example, which are
then annotated using audio, highlighting, handwriting graphics
and possibly other images. This is not the only way that a
presentation can be constructed and [12] gives examples of a
number of different development techniques.

Images can also be imported from a screen capture, or cut or
copied from another application. AudioGraph supports
transparency in its vector graphics and when this is combined
with the pixel-by-pixel transparency of the PNG graphics[17]

used in the web presentations, some very sophisticated results
can be achieved in a presentation.

Sounds and pauses - The most data-intensive media
element is sound. Fortunately there are very efficient
compression algorithms for transmitting sound over a network.
This is especially true if, as is expected, the sound input is
going to speech. The AudioGraph uses the GSM compression
technique [16], which is optimised for speech. An
uncompressed speech stream of 16-bits accuracy and sampled
at 8KHz would require 128 Kbits/sec for transmission over a
network. When compressed using GSM, the 16-bit/sample
speech would require only 13.2 Kbits/sec thus providing a
compression ration of approximately 10 to 1. Additional
compression is achieved by dividing the stream into sound
bytes separated by explicit pauses of arbitrary duration. Sound
can be recorded directly, using the sound tool and a
microphone. Sound of any sample rate and precision supported
by QuickTime can be cut or copied from other applications and
pasted into the AudioGraph using the clipboard. Compression
takes place, as with images, on generating a web site.

Websites
AudioGraph builds quite sophisticated web sites, without any
web editing at all. The basic structure of the site comprises an

index page of links, one for each of the presentation units (we
call them slides or episodes) within the lecture document.
Figure 3 shows the lecture interface, which lists all slides
within a presentation. It allows the user to specify a meaningful
name for each slide, lists the duration of each slide and the total
duration of the lecture.

This window reflects the structure of the web site that will be
generated for this presentation. Each slide will generate a link
to it as a presentation. That presentation may be generated
within the same window or may use a new window. The
Options button allows various attributes of the slide to be set,
such as size, background colour etc.

A presentation was generated from the lecture shown in figure
3. The index page produced is shown in figure 4 and it can be
seen that it mirrors the lecture window structure and also
includes instructions for playback, including the download of
the plug-in.

Further developments
We are still developing the AudioGraph tools. Our current
version produces media, which is sequential, like a movie. The
only control available to the student is the ability to select the
component of the presentation from within the html index page
and to position the playback position from within the plug-in
interface. Although this provides all of the navigation that is
necessary, the effect is not as seamless as if the links were
made from within the presentation itself rather than the
embedding html page.

The next feature to be added will be the ability to activate
objects within the media presentation as links, either to other
AudioGraph presentations or to arbitrary URLs. This will allow
users to generate adaptive presentations, where the presentation
seen by an individual student will depend of the selections he
or she has made. In effect the student will flatten a graph of
nodes, each of which is an AudioGraph episode into their

Figure 3. The Lecture window, showing the characteristic
of each slide in a presentation, including duration of slides
and total presentation. Figure 4. Web page index generated from the

presentation given in figure 3.



personalised presentation, based on the choices or answers they
have given. In this way we will provide streaming presentations
within which the students make committed choice.

This has been designed without compromising the already
simple interface. Each episode will remain a strictly sequential
presentation and the difference in interface will be small. A link
attribute will be introduced at the slide window level and a new
pane at the lecture window will summarise the link structure
and allow the user to edit it.

Thus the change, which is quite a significant departure from the
current tools, will be affected with minimal change to the
interface and yet at the same time will solve a major problem in
multimedia streaming that provides scalability of streaming in
the presence of choice.

Other features to be added will include compressed high-
quality sound, the ability to add typed text as well as hand-
written text and the use of volume activated detection of voice
recording in order to reduce the bandwidth of captured voice
still further.

4.  THE TILE WEB-BASED EDUCATION DELIVERY
SYSTEM

The TILE system has been designed to address the deficiencies
in current web-based courseware management and delivery
systems. If we consider the web browser as the first-generation
of web-based educational delivery tool, then the tools analysed
in section 2 might be considered as second-generation delivery
tools. Many have evolved from universities’ local solutions to
the campus-wide delivery of on-line education. However, these
tools have not really considered the implications of
globalisation, which requires dependable and scalable
distributed systems. Neither do these solutions offer a great
deal of flexibility in terms of the delivery to the student.

TILE is a third-generation learning environment that must
match the future we have outlined in section 1 and provide a
robust and scalable solution to education delivery. Moreover, it
must also meet the flexibility requirements of this new
generation of learners, who will not be confined to our
university campuses. TILE is a large collaborative project[15].

Let us consider the student’s requirements first. The student
may wish to study in a number of different situations:
•  at home using their home computers - we assume that they

have on-line access but that there is a finite cost for that
access (it may be a time-based cost or, in the future, a
packet-based cost where they are on-line continuously).
Either way, we assume there is an advantage to reducing
either cost;

•  while travelling, with a laptop or similar portable
computer - in this situation the student may have no access
whatsoever to an on-line connection, or if they do it may
be very expensive;

•  at a conference, an  Internet café or in a laboratory, using a
computer, which they do not own and may not install
software on..

This requires the support for both on-line and off-line modes of

delivery, which in itself is not a difficult problem, it only
becomes a problem when we also consider the requirements of
the educator:
•  the lecturer will probably publish the course once per

academic period but may also wish to publish an update of
it while the students are studying. If the material had been
delivered on CD ROM for off-line access this would cause
of problem of version control;

•  the lecturer may provide adaptive material, in which case
some kind of access logging must be maintained locally
and this again is incompatible with off-line CD ROM
access.

We have been searching for a single integrated solution that
captures all of these conflicting requirements.

Another issue is scalability, we must be able to distribute data
intensive material to the student cheaply. If we use on-line data
delivery, scalability means providing faster and faster servers
and eventually creating networks of servers, with their
associated cost. The computer scientist E.E. Dykstra once said
of computer networks "never underestimate the bandwidth of a
truck-load of tapes". Well, today it would be CD and tomorrow
DVD but certainly we should not underestimate conventional
distribution channels, such as posting material on CD or DVD
to the student; this is eminently scalable. The characteristics of
this approach are a high bandwidth with a relatively high
delivery time (days instead of seconds) and of course, static
data. Provided that we can overcome the inflexibility of having
static data, this is a very acceptable solution. Static data is not
such a large problem provided that we can allow producers to
update the material distributed without publishing a completely
new CD.

TILE allows the storage of material on CD or DVD but this
material is linked dynamically using standard database
techniques. Thus if a module were republished, version control

Figure 5. Courseware development and delivery cycle and
the databases involved.



in the database would redirect the link to wherever the module
was located. This would initially be on the central server but
may be downloaded onto the student’s computer.

The second issue with off-line access is adaptive delivery. For
pedagogical reasons, we may wish to monitor the student’s
progress in learning that material, building up models of their
knowledge and preferred methods of learning [18,19] and then
use these models to adapt the delivery of material on a student-
by-student basis. This would not normally be possible unless
the student was on-line. TILE allows adaptation in both on- and
off-line modes by monitoring and logging students’ choices
and answers at all times. This also requires distributing the
database that manages the course structure as well as the
models held about a given student.

Figure 5 gives an illustration of the cycle of courseware
development and the databases, which must be maintained and
synchronsied in order to implement the above solutions.

In this paper we will look in detail at the delivery system (RHS
of Figure 5). This provides a number of different modes of
access for the student to the educational material:
•  On-line with local server - in this mode, most of the

educational material is provided from the student’s local
computer having been distributed on CD or DVD.
Additional software (the local server) is required on the
student’s computer to manage and monitor its delivery.
The student still has access to the on-line archive on the

education provider’s remote server(s) and local
information can be updated from this source.

•  Off-line with local server - in this mode the student has no
access to on-line material, but the local server software
continues to manage and monitor the student’s progress.

•  On-line with no local server - in this mode, the student for
whatever reason is unable to install the local software and
must access all material from the education provider’s
remote server(s).

In the latter two cases, inconsistency may arise between the
information on the student’s computer and that on the
education provider’s remote server(s). This may be due to the
publication of new material on the remote server or updates in
the student’s logs or models. In either case, TILE implements
mechanisms to synchronise inconsistent information between
server and student databases.

The tile architecture
A client-server approach - The architecture of the TILE

delivery system is a client/server one. We use a thin client to
present the information to the student and the server keeps
track of and structures the information to be delivered to the
student. The lecturer or content provider will define the
structure, using an authoring interface tool (LHS of Figure 5).
This may be modified by the students’ models or indeed, may
be overridden by the students themselves. In order to provide
such flexibility, the system is database driven, using SQL for
the students’ and education providers’  servers. Data exchange

Figure 6. The TILE system architecture



between the databases and the database on the lecturers’
computers use an XML representation of the structure. The
flexibility provided by the database allows for the distribution,
updating and synchronisation of material.

Different modes of access have forced us to modify the
traditional client-server architecture. In effect we distribute the
server function to the students’ computers. This provides the
ability to monitor and adapt in the off-line mode and also aids
the scalability of the system. Figure 6 illustrates this. It can be
seen that a significant amount of the server functionality has
been replicated on the student’s computer, including a web
server to provide the thin client to overcome security
restrictions. There is a potential problem here as we have no
control over the student’s environment. Thus the local software
must work with any operating system, web browser, etc. In
short the local server must be completely cross-platform
compatible. The minimum we can impose on the students’
system is a Java-enabled web-browser, in which the client user-
interface is implemented.

The result is a distributed three-tier, client-server architecture.
The user interface, course-delivery logic and data access are
separated and the client is now only concerned with the user-
interface and connection to the server. Most of the course-
delivery logic is moved into the middle layer, where it
communicates directly with the database. This thin client
architecture provides increased security, flexible and
significantly easier maintenance [20]. Our addition to this
standard approach is to distribute the server function between
the education provider and the network of students. It meets all
of the demands of the TILE system. A web browser and Java
applet provide the client software.

Network communication protocols and firewalls
One of the major problems faced in the design of client-server
architecture is finding a solution that is compatible with
network security measures. This may restrict the choice of
network communication protocols. Special attention must be
paid to the protocol between the local client and the remote
server, as both client and server may sit behind a firewall that
will not allow some data packets to pass through. In the design,
we can not assume control of the security measures
implemented in a particular firewall. The particular issues we
face in the TILE system are the loading of an applet from the
server to the client and the network or socket connection
between the client to server applications. It is this link over
which we need to pass presentation data, course structure and
synchronisation information.

For a client behind a firewall, the firewall will, in most cases,
allow access to the web. This means that they can connect to a
server using the HTTP protocol.  For a client-server system,
three firewall techniques may be used: IP filtering, proxy
servers and SOCKS servers.  Their impact on the client-server
protocol choice has been analysed elsewhere [21] and the
conclusion drawn is that for complete generality, the HTTP
protocol is the best choice of protocol.

Cross-platform issues
As already mentioned, the software on the student’s computer
must be platform independent. We have the choice therefore, to

write the application for each platform supported or
alternatively to use Java because of its ability to run anywhere.
This provides a powerful reason for developing all software for
the student’s computer in Java.

For the client, web pages and Java applets provide the logic
that is required for the adaptive presentation of the educational
material. We have to provide the student with a local server and
database, to support the other two TILE access modes: online
with local server and offline with local server modes. Both
server and database must be able to run on any platform. We
have also developed the server software in Java. Although there
are many database systems available, few meet the dual
requirements of cross-platform support and low cost. A native
Java database would meet our requirements provided that
performance is not an issue. There are several open-source Java
database systems available [e.g.22,23]. Performance should not
be an issue, as the database will only be supporting a single
user, the student.

Although it would seem that this strategy solves all of the
cross-platform problems, this is not the case. There are several
versions of Java development kits (called JDKs by Sun
Microsystems). Macintosh platforms will only support
JDK1.1.8 on Mac OS 9 and below. JDK1.2, the current
standard, is supported on most other systems, but will only be
available from Mac OS X. It is imperative that we support the
lowest common denominator in developing the TILE system.
We are installing software on the student’s computer and must
not force the student to upgrade either computer or operating
system. Adopting JDK1.1.8 is the only answer.
Java applet security issues
In general, an applet loaded over the network is prevented from
reading and writing files on the client file system, or from
accessing a local database system, from making network
connections, except to the originating host, or from starting
other programs on the client computer. This is because an
applet loaded from the network is not trusted [24]. There are
two ways for an applet to be trusted by the client system. One
way is that the applet is stored on the local disk, the second
involves digital signatures. We have written programs to test a
Java applet’s security restrictions on a range of platforms and
browsers. We found that an applet loaded from local disk is
only treated as trusted by Appletviewer. Neither Netscape nor
Internet Explorer trusts applets stored on the local disk to
access the local file system or to open a connection to a local
database.

Applet signing is another solution to create trust in an
applet[25]. To be trusted, an applet must be signed with an
unforgeable digital ID and then the user must state that s/he
trusts applets signed with that ID.  A digital ID is proof of
identity of the person signing that applet. For a browser to
understand a signed applet, there must be two digital IDs
involved: one used to sign the applet and a second installed in
the browser and used to verify the first one’s authenticity.

Netscape and Internet Explorer both have different approaches
to grant trust to applets[26]. For Netscape, extra code, which
uses Netscape’s specific Java classes must be added into the
applet. Signing methods are also different.  For Netscape, the
files must be signed with a Netscape Object Signing ID



(creating a "manifest" of the files), and then the files and
manifest must be wrapped into a .jar archive. For Explorer, the
files must be wrapped into a .cab archive and then signed with
a Microsoft Authenticode ID. Authenticode signing and
Netscape Object Signing are not supported by all platforms.
The ways that Netscape and Internet Explorer deal with expired
digital IDs is also different. However, the most important and
fatal issue concerning the use of signed applets to ensure
security is that not all versions of Netscape and Internet
Explorer understand signed applets.

Student-side application
Since neither a Java applet loaded from local disk nor a signed
applet can provide a satisfactory solution to the requirements of
accessing local files and connecting to the database system,
another solution must be found. Because there are no security
restrictions on Java applications for JDK1.1, the Java local
server application and database can provide all local
functionality, providing that we can establish a connection
between this Java server and the Java applet. When there is a
need to access the local file system, the applet sends a request
to the server application and it accesses the database or file
system. However, because both applet and application run on
different Java Virtual Machines (JVM), there is no way for
them to share memory. Again, a client-server approach is the
only solution. The Java applet is the client, which opens
network connections to the local Java server application, which
accepts network requests from that applet.  The user interface
logic can therefore be separated from the courseware delivery
logic, with the user interface provided by the Java applet and
all delivery logic by the local Java server application. However,
there is still a problem in communication between the Java
applet and the local Java server application.

Communication between the Java applet and the local
server
Java’s security policy constrains an applet to be able to open a
network connection only to its originating server and then only
by naming the host in exactly the same way as the hostname of
the HTML page in which the applet is embedded. This means if
the HTML page is loaded from some URL, say:
http://www.nzedsoft.com/applet.html, then the applet
embedded in this page will only be able to open a network
connection to the host www.nzedsoft.com. Neither the numeric
IP address for www.nzedsoft.com nor any shorthand notation
for that name will work.

For offline access with a local server, the applet, must be
loaded from the local file system. But an applet loaded from
file://URL  is treated as a special case for security reasons.
Such an applet is not allowed to open a network connection to
"localhost", the local machine IP address or to file://URL.

There are two ways to solve this problem and one is the already
discarded method of signing the applet. The second method
must therefore be implemented, and that is to set up a simple
web server on the student’s computer and to load the applet
from this local web server via a URL address. The function of
this web server is only to provide the HTML page with the
applet embedded in it, all other pages may be accessed directly
from the local disc. Because both the web server and the local
Java server application run on the same machine, they share the

same host name. Therefore the applet loaded from a local web
server may open a network connection to the local Java server
application.

Thus, on the student’s computer we must install a system,
which comprises a database, a limited web server and the local
Java server application. The applet that provides the user
interface will be loaded from this local system, when the
student is using their own computer, or from the education
provider’s server, when the student is using an anonymous
computer. These components have all been implemented in
Java JDK 1.1.8.

Software required on the education provider’s computers
On the education provider’s computers, for firewall security
reasons, all transactions with the student must use the HTTP
protocol. The requirements of the education provider’s server
have therefore been met by adding functionality to a standard
web server. In this situation however, performance is very
much an issue. Although we have offloaded many of the
transactions onto the student’s local computer, any remaining
transactions, to do with synchronisation and anonymous
computer use, must be implemented as efficiently as possible to
ensure good scalability. This server-side logic may be
implemented using a number of different techniques:
•  Common Gateway Interface (CGI);
•  Web-server specific Application Programming Interface

(API); or
•  Java Servlets.

CGI is a very flexible technique and is used in many small-
scale applications. It can be used to develop an application on
any web server and on any platform, and it is programming
language independent. Its disadvantages are bad performance
and poor scalability, coupled with potential security holes. The
scalability is poor, as each new user request requires a new
process to be created on the server computer, and if the number
of processes created is very large, then the performance of the
system will be very poor.

A web-server specific API is much faster, as the application
can be multi-threaded, which means that any number of
different users will be managed by just a single process. This
approach can also be optimized for the target platform. Its
disadvantage however, is its poor portability, as each web
server has a different API. For legacy reasons this may not
therefore be a sound approach.

Java servlets[27] are also an API approach but they are not
web-server specific, provided that the web server supports a
servlet API interface. Thus the advantages of a servlet approach
are a combination of performance, portability, security and the
full access to Java’s functionality[26]. From our feasibility
comparisons, Java servlets outperform the other two
approaches.

Thus on the education provider’s computers we install a system
that comprises a Java-enabled web server, a Java servlet API
and a database server. We have much more control over the
choice of platform for the education provider; the computer
may even be provided as a part of a total package. Therefore
the problems that we have faced in cross-platform portability



on the student’s computers will not apply.

The complete TILE solution
The overall architecture of the TILE education delivery system
is shown in Figure 6. It is an extension to the classical three-
tier, client-server architecture. Students interact with the system
using a standard web browser. The intelligent user interfaces
are provided by the Java applet. For offline with local server
mode, the delivery logic is provided by the local TILE server
application and a local database server provides the data
services. For online with no local server mode, the delivery
logic is provided in the remote TILE-enhanced Web Server and
a remote Central Database Server provides the data services.
For online with local server mode, the delivery logic and data
services may be provided  from either local or remote system,
as appropriate.

5. CONCLUSIONS

We have shown that despite the profusion of tools available for
web-based education, there are still problems that must be
solved. We have looked at two broad issues, the development
of web-based multimedia, which, we believe, if it is to be taken
up seriously must be usable by non-experts. We have described
tools that are available and, which are still being developed that
solve this issue. The second issue is in providing both
scalability and flexibility in web-based delivery. This has been
solved using distributed systems techniques.

In looking at this latter issues we have analysed the
requirements for a third-generation, technology-integrated
learning environment from the perspective of both performance
and security as related to the implementation of a general
distributed system. We have also analysed the student’s
requirements in terms of modes of access and flexibility of
delivery, which will support a range of good pedagogical
practices. Our final constraint was to produce a system that did
not force the learner into updating his or her computer to a
particular operating system or specification.

The conclusions that we have arrived at are that systems design
constraints as well as pedagogical requirements can be satisfied
by the architecture that we have proposed in this paper. This
architecture does seem complex but the implementation may
make use of many existing components. Moreover issues such
as installation can be automated and software updates need
only be made available to the server.

Data, such as the structure of a course, students’  models etc.
will be abstracted using SQL databases. This and the delivery
logic is stored in one or both of the servers, the one on the
education provider’s side and/or the one on the student’s side.
A prototype of this system has been implemented using Linux,
Apache and Tomcat on the server side and using a Java applet,
server, database and web server on the student’s side. Work is
continuing with the development of authoring interface tools to
develop the course structure within the database and link to
various media authoring tools such as AudioGraph.
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