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Building a Multi-Domain Grid

by Freek Dijkstra and David Groep

Joining resources from different administrative domains is currently a nightmare,
but the problem may be alleviated with local and global authorization systems
developed by the Dutch high-energy physics institute NIKHEF and the University
of Amsterdam (UvA). By combining generic authentication, authorization and
accounting (AAA) service techniques and site-local authorization, the creation
of a ‘virtual organisation’ can become more dynamic and easier for both users
and administrators.

It is expected that as the Grid maturesidentity, and decisions can be based ohCAS is a policy-decision module for
user communities will become moreattributes issued to the user by the VOimplementing site-access policies, where
dynamic, shorter-lived, and based onThe only infrastructure needed to estabthe policies can be changed at run-time.
detailed policies rather than binarylish a VO is this attribute authority, and|t is currently a key element in enforcing
access decisions. Policy-based coordinat the local resource a single line ofsecurity policies in many production
tion of all resources, and minimal per-configuration suffices both to enablesystems, enabling site security officers to
resource configuration is thereforeaccess for the new community and tdimit damage caused by compromised
essential. support fine-grained policy controls identities.

defined and implemented by the VO.
Currently, most Grid infrastructures use However, access control to the resource
as their core authorization system GSIRecently, the Virtual Laboratory for e- as a whole is not sufficient. LCMAPS,
the Grid Security Infrastructure devel-Science project in the Netherlandswhich can parse VOMS attributes, can
oped by the Globus Alliance. GSI isadopted this model for enforcing accesslynamically assign specific Unix groups
based around the Public Keycontrols to data sets spread across twim fine-grained attributes. These groups
Infrastructure concept, where trustedhospitals, a research institute and thare then linked to an unprivileged
third parties issue certificates to bothnational computer centre. account for execution. The translation
users and resources. In plain GSI, access from VOMS attributes to Unix groups is
rights are directly linked to the user'sThe site aspect of the system impleperformed on the fly. Wildcard VO
identity. The resource provider keeps anented by NIKHEF consists of two group specifications give the site control
list (grid-mapfile) of names of autho- parts: the Local Centre Authorizationover the number of Unix groups assigned
rized users, and associates local accoung&ervice (LCAS) and the Local Credentialto an individual VO. Sandboxing is thus

with these users. However, it isMapping Service (LCMAPS).
necessary to make the mappings in
advance, as the grid-mapfile is main I s
tained locally at each resource. - l" ;

| 1

Unfortunately this does not scale well,
since the grid-mapfile must be updatec
continuously as users are added to th
community or ‘virtual organization’
(VO). It is also prone to privacy prob-
lems, since it forces one to publish a lis
of all users in a project to all partners
even if the user never intends to use
specific resource.

Local Credential Mapping
The local authorization services devel
oped by NIKHEF mitigate these prob-
lems. The new model is based on ths
Virtual Organization Management
Service VOMS, an authorization-
attribute service developed in the
DataTAG project by the Italian nuclear Apart from computing services, users
physics institute INFN. Access controlsmay want to provision dedicated network
are no longer bound only to the user'services at the same time.

achieved inside any existing Unix
system.

LCMAPS supports a variety of ways to
collect VO information from traditional
user-proxies, VOMS attributes and grid-
mapfiles, and a wide variety of account-
enforcement modules for both single
machines and clusters of computers.

Multiple Resources

Computing and storage are only part of
the picture however, with new resource
types such as remote instruments and
optical networks joining the grid. This
poses new challenges for resource
brokers when independent organizations
are involved.

Wide-area networks in particular have
many different stakeholders. Packets
travelling from NIKHEF in Amsterdam
to, say, the Laurence Berkeley lab in San
Francisco will encounter five different
providers. With valuable resources such
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as optical networks - your own personakontact other services to fulfill users’system for the European Grid
light path from A to B - access control requests. The attributes themselves malnfrastructure, deployed by two projects:
and dynamic authorization are sine quan fact be issued by the VOMS server,Enabling Grids for E-science in Europe
non in the commercial world. thereby seamlessly integrating network(EGEE) and the Dutch Virtual
Consequently the user running a calculastorage and computer access. Laboratory for e-Science (VL-E).
tion in Amsterdam, with the data in San Linke
Francisco, will need both of theseThe University of Amsterdam (UvA) has h't? = . _

. p:/lwww.nikhef.nl/grid/
resources simultaneously. already demonstrated that the AAA i /nww.science.uva.niiresearch/air/

server is able to make authorization deci

The AAA server, developed by thesions involving the provisioning of a Please contact:
University of Amsterdam, fills this gap dedicated network connection, even if ~reek Dijkstra, Universiteit van Amsterdam,
in traditional resource management. Théhe connection crosses multiple 1€ Netherlands

_ 9 : _ PI€ Tel +31 20 5257531
AAA server is capable of taking autho-domains. E-mail: fdijkstr@science.uva.nl
rization (_jeC|s_|0ns across d_omalns_, and . David Groep, NIKHEF, Netherlands
uses policy files to determine business\Now, the UvA and NIKHEF have joined 1¢|. +31 20 592 2179
logic. It can, based on the current policyforces to build a role-based authorizatior E-mail: davidg@nikhef.nl

Resource Management
In an Optical Grid Testbed

by Helmut Grund and Wolfgang Ziegler

The German Ministry for Research and Education (BMBF) launched the Vertically
Integrated Optical Testbed for Large Applications (VIOLA) project in spring 2004.
The project is managed by ‘Deutsches Forschungsnetz’ (DFN) and will run for
three years.

Emerging new technology for optical up. To allow large complex applications The expected outcomes of the project are
networks will deliver QoS and band- stressing the capabilities of the underthreefold. First, new network techniques
width far beyond the capacity and capatying optical network, additional grid will be deployed and tested in an optical
bilities of today’s networks. For the eval- components will be adopted, including atestbed, and along with ambitious appli-
uation of new network components andMetaScheduler (allowing co-allocation cations will provide know-how for
architecture, the integration of networkof compute resources, network resourceiture generations of networks, espe-
techniques and applications has provenwith the necessary QoS or othercially the next generation of the German
success in former testbeds. The technicaksources like visualization devices) andNREN X-WIN. Second, the enhanced
basis of the testbed is comprised oMetaMPICH communication libraries Grid middleware originating from the
optical network components connectingfor distributed applications using MPI project will become useful in the
compute resources, from which a gridfor interprocess communication. German e-Science Initiative D-Grid. The
based on the UNICORE system is built third important aspect of the project is
the collaboration with other projects on a
AWTH Anchen o2 siich Figure 1: national, European and international

VIOLA level.
K FH Rhein-Sieg, Testbed
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