Statistical Disk Cluster Classification for File Carving

Cor J. Veenman"

2

'Intelligent System Lab, Computer Science Institute, University of Amsterdam, Amsterdam
’Digital Technology and Biometrics Department, Netherlands Forensic Institute, The Hague

Abstract

File carving is the process of recovering files from a disk
without the help of a file system. In forensics, it is a help-
ful tool in finding hidden or recently removed disk content.
Known signatures in file headers and footers are especially
useful in carving such files out, that is, from header until
footer. However, this approach assumes that file clusters re-
main in order. In case of file fragmentation, file clusters can
be disconnected and the order can even be disrupted such
that straighforward carving will fail. In this paper, we focus
on methods for classifying clusters into file types by using
the statistics of the clusters. By not exploiting the possible
embedded signatures, we generate evidence from a different
source that can be integrated lateron. We propose a set of
characteristic features and use statistical pattern recogni-
tion to learn a supervised classification model for a range
of relevant file types. We exploit the statistics of a restricted
number of neighboring clusters (context) to improve classi-
fication performance. In the experiments we show that the
proposed features indeed enable the differentation of clus-
ters into file types. Moreover, for some file types the incor-
poration of cluster context improves the recognition perfor-
mance significantly.

1. Introduction

In computer forensics an important problem is recover-
ing files from (part of) digital media for which no file system
information available [10]. The file system information can
be missing for several reasons. The file of interest may have
been deleted such that the file system indexes no longer re-
fer to the file content. In that case the file content is usually
unchanged until the clusters are overwritten with other files.
On the other hand, the files may be contained on a device
with an unknown file system. Last, the files may be hidden

from the file system for instance by masking parts of the
medium out as unavailable and putting probably compro-
mising content there. From a forensic perspective reveal-
ing these covert files is clearly relevant, since they may be
deleted or hidden exactly because they are compromising
for the owner of the media.

The process of file recovery from block or cluster based
media is known as file carving. This problem is receiving
increasingly scientific attention. Since a few years a re-
search challenge is organised to let the scientific community
objectively compare their results'. One of the main prob-
lems with file carving is file fragmentation. If files were
never fragmented, discovering the start of a file and the end
of it would be enough to completely restore the file. Dis-
covering the first and the last cluster of a file is rather easy
for many file types, because signatures are used to indicate
headers and sometimes footers and even intermediate clus-
ters. In case of file fragmentation file clusters become dis-
connected and can be out of order. Moreover, for several file
types no useful header signature information is available.

In this paper, we follow another approach. We attempt
to establish the file type of an individual cluster from which
it originates. In order to achieve this, we use the statistical
content of the clusters of the respective file types. We do not
exploit signatures that can be available in file headers and
footers of certain file types. As such this approach delivers
an additional source of information that can be used in the
file carving process.

On a file basis rather than on cluster basis, recognition
of file type is also done for malware detection [3], [8], [9],
[12]. The aim is then to detect if files have malicious em-
bedded content or just a modified file extension. An impor-
tant difference with file carving is that files can be consid-
ered as a complete unit of information. Either because the
file system can be used or the network protocol in case in-
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coming files are scanned for their content. In any case larger
(and complete) amounts of data can be used for the analy-
sis, while headers are always available if they are defined
for the specific file type.

In the next section, Section 2, we first transform the
cluster type recognition problem into several classification
problems. We propose a set of features to describe the con-
tent of a cluster and turn the classification problems into
supervised learning problems. In the experiments section,
Section 3, we describe the dataset with available file types
that we use for learning and testing. We introduce the no-
tion of cluster context and show how it helps in improving
classification performance.

2 Statistical Learning

In the process of revealing hidden file cluster informa-
tion, several recognition problems could be stated. First,
as an aid in carving files out for which a header has been
detected, recognizing clusters belonging to the same file is
helpful. To this end, a model should be learned that exploits
the difference between within-file variation and between-
file variation generalized over file types. When a substantial
part of a file already has been recovered, the clusters from
the recovered file part can help in establishing a specialized
model or for tuning parameters of a model. Alternatively,
specific models could be learned to screen a disk image for
clusters of a given type with two-class classification or de-
tection models. However, when screening the disk for one
file type after the other, clusters may be labeled as several
different file types because of false positives of the respec-
tive models. A way to prevent these conflicting labels, is
by posing the file type recognition problem as an exclu-
sive multi-class classification problem. Because in such a
problem file types have to be decided exclusively, it shows
clearly which file types are confused with each other.

In this research, we will deal with both the two-class
file type recognition (which we call here fype-x recognition)
problem and the multi-class file type classification problem
(which we call type-all recognition).

It should be noted that with a recognition problem in this
domain, there are some fundamental problems. These prob-
lems originate from the fact that several file types allow for
the embedding of other file types, such as images in word
processing documents. Accordingly, without (the possibil-
ity of) parsing the files it is impossible to establish whether
or not a file is self-contained or embedded. For these clus-
ters the file type is truely ambiguous.

Cluster Features

In order to typify the content of a cluster one could use
all the bits in the cluster as features. However, to be a sig-

nificant feature for a certain file type the feature should be
invariant to transformations that are normal for ’any’ file
content. Since we want to decribe and differentiate all kinds
of files, the features cannot be fitted to describe invariants
of specific file types, but instead general file content invari-
ants, such as:

e some chunks of data have no specific order, e.g. func-
tions in programming language source files

e chunks of data can be reordered without becoming
completely different, e.g. uncompressed images

e data can be shifted while remaining syntactically cor-
rect and semantically similar, e.g. by entering line
feeds in text files

Alternatively, several file characteristics are specific to
certain file types and therefore help in differentiating these
from other files. We call these characteristics file type vari-
ants, such as:

e data can have specific order

e certain symbols appear far more frequent, e.g. <’ and
’>’ in html files

e files usually contain redundant information, but the de-
gree of redundancy differs greatly between files, e.g.
ZIP versus HTML

Based on these rationales, we use the following cluster
content features:

e The histogram of byte values. The histogram only ac-
counts for byte frequencies and ignores the byte order.
The (slightly transformed) histogram has been used as
so-called "fingerprint” for malware detection in [8] and
[9]. It has also been used similar to our application, i.e.
for byte fragments on disk or in memory [5].

e The information content measured as entropy [11].
The entropy is derived from the byte histogram and
therefore also ignores the byte order. Because the en-
tropy is computed through a non-linear function from
the histogram it can be a useful feature, especially
when linear recognition models are used (see next sec-
tion).

e The algorithmic or Kolmogorov complexity. In con-
trast with the entropy, this measure exploits substring
order [6]. We use the algorithmic complexity as de-
fined in [7]. Before computing the algorithmic com-
plexity we transform the byte stream into several
classes in order to make more sense, such as ASCII
digit, white space, bracket, other printables, and non
ASCII (> 128).



Supervised Learning

For classifying data sequences to a certain file type, we
use a statistical pattern recognition approach. We apply su-
pervised learning on a labeled dataset for which we know
for all clusters the true file type. After computing the set of
features for every cluster, we learn a model that is able to
predict the class label based on the features. Both for the
two-class and multi-class configuration, we use the Fisher
classifier, see e.g [2]. We select this classifier for its accu-
racy and its computational efficiency.

Alsoin [5], [8] and [9], a prediction model is based on la-
beled training data. The main difference with our approach
is that the model is mainly designed rather than learned
from the data. In all these works, a prototypic histogram
is build per file type through a form of averaging. Further,
some distance measure is used to compute the closest pro-
totypic histogram. Then, the predicted file type is the one
from the closest prototype. In [5], a threshold is addded
that imposes a maximum on the distance to the prototypes.
When the distance of a cluster to the closest prototype ex-
ceeds the threshold, then it will not be assigned to that file
type but as rest type instead.

3 Experiments

For the trype-x and type-all recognition we used a dataset
that we collected from the internet. The dataset consists of
11 file types in total 450 MB with file extensions AVI, BMP,
DBX, DOC, EXE, GIF, HTML, JPG, PDF, PPT and ZIP. We
did sanity checks, though not thoroughly, to verify the file
extension with the file content. Per class the dataset contains
three to twenty thousand clusters of 4096 bytes with known
class (file type) labels. The file types in the dataset represent
more or less what can be expected and what are possibly
interesting file types from a forensic perspective, such as
images, movies, documents and email archives.

Type-all recognition

First, we did the type-all experiments. In these experiments
the goal is to classify all clusters into one of the pre-defined
file types. In order to learn a suitable model and to evalu-
ate it, we randomly separated the dataset into one third for
training and two third for testing, where the training part is
used to learn the classification model. Accordingly, we had
a training set of approximately 35,000 clusters and a test
set of approximately 70, 000 clusters. The separation of the
dataset in training and test data is done on a file basis. That
is, from a file all clusters are in the training set or in the
test set. It is important to divide the data strictly, because
usually clusters from the same file are similar. Accordingly,
the estimated performance would become too optimistic if

clusters from one file are in both the training and the test
data.

After applying the learned Fisher classifier to the test
data we obtain the confusion matrix as displayed in Table 1.
The confusion matrix shows what file types are assigned to
clusters from the test set using a model learned on the train-
ing data. In that way, it can be seen which file types are
confused most and which file types are more easy to recog-
nize.

From the confusion matrix it can be concluded that given
the proposed features, several file types can be recognized
quite well while others are hard to distinguish. Especially,
almost all HTML and JPG clusters are correctly recognized
as such. It can, however, also be seen that several clus-
ter types are classified as being JPG which are in fact not,
see the column JPG in Table 1. This also holds for HTML
clusters, but to a lesser extent (column HTLML in the same
table). Further, ZIP clusters are strongly confused with JPG
and PPT clusters and also several cluster types are incor-
rectly recognized as ZIP, such as GIF and PPT (see column
Z1p in Table 1).

The overall accuracy is 0.45 which is quite modest. It is,
however, a substantial improvement over the prior probabil-
ities of the respective file types. That is, with 11 classes the
priorerroris 1 — 1/11 = 0.91.

Type-x recognition

The next problem we attacked is the fype-x recognition
problem. Again we separated the dataset into one third for
the training set and two third for the test set on a file basis.
In turn we learned a classifier on the training data where we
set one file type as target type and all others as rest type. For
these problems, we use the ROC curve as performance mea-
sure [2]. The ROC curve has the advantage over the classifi-
cation accuracy, that it shows how false negatives and false
positives are balanced. More precisely, in the ROC curve
the true positive (TP) rate is plotted against the false postive
(FP) rate, where positives are the clusters from the target
file type. In Fig. 1, we show the ROC curve for all type-x
problems. In order to see the added value of the proposed
features, we plotted separate curves for entropy, complexity,
histogram, and all features in the respective figures.

The figures show that when all features are exploited,
especially clusters from HTML files are easy to recognize.
It has to be noted that in this data set no programming lan-
guage source files or other XML type files are present, which
makes it probably easier to detect these HTML file clusters.
The figures show that especially DOC and ZIP clusters are
much harder to find. In order to find these file types a sub-
stantial amount of false recognitions have to be accounted
for.

In order to quantitatively measure the difference in per-



AVI BMP | DBX | DOC | EXE GIF HTML | JPG PDF PPT ZIP
AVI 0.56 | 0.01 | 0.01 | 0.04 | 0.07 | 0.01 | 0.00 | 0.14 | 0.03 | 0.07 | 0.06
BMP 0.20 | 0.36 | 0.00 | 0.03 | 0.18 | 0.00 | 0.03 | 0.05 | 0.04 | 0.05 | 0.05
DBX 0.00 | 0.00 | 045 | 0.01 | 0.23 | 0.00 | 0.21 | 0.01 | 0.08 | 0.01 | 0.00
DOC 0.01 | 0.06 | 0.01 | 0.39 | 0.07 | 0.00 | 0.02 | 0.33 | 0.00 | 0.09 | 0.03
EXE 0.02 | 0.04 | 0.02 | 0.04 | 0.78 | 0.00 | 0.01 | 0.03 | 0.01 | 0.03 | 0.03
GIF 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.35 | 0.00 | 0.08 | 0.02 | 0.35 | 0.20
HTML | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.99 | 0.00 | 0.00 | 0.00 | 0.00
JPG 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.98 | 0.00 | 0.01 | 0.00
PDF 0.01 | 0.00 | 0.01 | 0.00 | 0.01 | 0.01 | 0.00 | 0.18 | 0.59 | 0.10 | 0.08
PPT 0.00 | 0.00 | 0.00 | 0.04 | 0.05 | 0.00 | 0.00 | 0.36 | 0.01 | 0.38 | 0.15
ZIP 0.00 | 0.00 | 0.02 | 0.02 | 0.06 | 0.00 | 0.03 | 0.39 | 0.07 | 0.22 | 0.18

Table 1. Confusion matrix resulting from classifying the test set using a multi-class model learned on
the training set. Each row shows into which file types clusters of a certain file type are classified. In
other words, the left column denotes the true file type labels and the top row denotes the predicted
file type labels. For perfect performance the diagonal of the matrix should contain 1 and all other
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Figure 1. Receiver Operating Characteristic (Roc) performance curves for all file types. The figures
show per file type the performance with entropy feature, algorithmic complexity feature, both entropy
and complexity features, histogram feature, and all features.
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Figure 2. lllustration of cluster contexts.
Each cell represents one cluster. The top row
shows cluster with order number i and its
surrounding clusters. The other rows show
which clusters are involved in the context for
cluster i with context size 0,1 and 2, respec-
tively.

formance for different feature sets, we used a derived scalar
measure from the ROC curve, that is, the Area Under the
ROC Curve (AUC) [1]. The AUC has an interesting statist-
cial interpretation. It expresses the probabilty that a random
target class object will have a higher relevance for the tar-
get class than a random rest class object [4]. So, still no
decision threshold is assumed.

In Table 2, we show the mean AUC averaged over 20 runs
for all file types and several feature subsets. In Fig. 1 and
Table 2, it can be seen that the histogram is the most im-
portant feature. However, for AVI, BMP and DBX the cluster
entropy and algorithmic complexity also clearly add to the
recognition rate and are therefore useful features.

Recognition with added cluster context

A final experiment we did to improve the recognition per-
formance was by adding the context of a cluster. With clus-
ter context we mean preceeding and consecutive clusters
on the disk, see Fig. 2. Accordingly, the effective size of
the cluster increases, such that more reliable statistics can
be computed. The disadvantage is that sometimes clusters
of other file type are used to compute features. These will
disrupt the characteristics and, hence, the recognition rate.
Without fragmentation this problem will only arise at the
beginning and end of a file. With fragmentation clearly
more clusters will suffer from negative context.

In Table 3, we show the AUC performance results for the
type-x experiments with increasing context size. Especially,
the recognition of DOC clusters strongly favors from the
added context. There are, however, also some clusters that
can be recognized more difficult when neighboring clusters
are incorporated in their statistics through context, such as
BMP and JPG clusters. The size of the files is not the cause of
this problem (for instance the smallest BMP file is 300 kB).

4 Conclusion

In this paper, we dealt with the classification of file clus-
ters on digital media into several known file types. File clus-
ter classification can serve as an intermediate step in a foren-
sic file carving application. We defined a set of relevant fea-
tures and a supervised learning scheme to learn recognition
models, both for a direct multi-class classification problem
as well as several per file type two-class classification prob-
lems. We ran multi-class and two-class recognition experi-
ments using a dataset of 450 MB that we collected from the
internet. It seems that the two-class (or type-x) recognition
models are more useful, since the false positive rate can be
adjusted per file type. The multi-class (type-all) recognition
models have, however, the advantage that they clearly show
which file types are confused with which ones. Although,
the cause for these confusions is not fully clear, focusing on
them helps in defining more distinctive features.

In these experiments we also incorporated surrounding
cluster data (context) in order to increase the effective clus-
ter size for feature computation. From the experiments, we
can conclude that clusters of several file types can be recog-
nized with a low false positive rate. Accordingly, for these
file types the proposed methodology can be helpful in the
file carving process. However, further study is needed to
intelligently integrate these recognition results with classi-
fications obtained by detection of signatures. An unsolved
problem in this respect is the ordering of possibly correctly
classified clusters (in terms of file type).

In general there is room for improvement of the pro-
posed method. In experiments not reported here, it already
became clear that with increased training set size the per-
formance improves. However, especially the memory re-
quirements will become a limiting factor for the used Fisher
classifier. Furthermore, other features can be considered,
while on the other hand the histogram may be compressed
to reduce the data need for training. Finally, although the
performance increase by using cluster context is limited, it
may be worthwhile to apply. However, the influence of frag-
mentation should be studied to see what is the best trade-off
between context size and expected degree of file fragmen-
tation.
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features AVI BMP | DBX | DOC | EXE GIF HTML | JPG PDF PPT 7P
entropy 0.69 | 0.60 | 0.79 | 0.67 | 0.82 | 0.78 | 0.82 | 0.85 | 0.64 | 0.62 | 0.68
complexity | 0.60 | 0.71 | 0.81 | 0.55 | 0.61 | 0.97 | 0.87 | 0.84 | 0.61 | 0.68 | 0.72
entr/compl | 0.80 | 0.71 | 0.79 | 0.68 | 0.84 | 094 | 092 | 0.84 | 0.62 | 0.65 | 0.69
histogram | 0.87 | 0.72 | 091 | 0.74 | 0.91 | 0.97 | 0.99 | 0.90 | 0.88 | 0.74 | 0.75
all 093 | 0.74 | 093 | 0.74 | 0.90 | 0.97 | 0.99 | 0.90 | 0.89 | 0.75 | 0.75

Table 2. Mean Area Under the roc Curve (auc) performance for all file types and feature subsets

averaged over 20 runs, that is, 20 draws of one third training set and two third test set.

context | AVI BMP | DBX | DOC | EXE GIF HTML JPG PDF PPT ZI1P
0 095 | 0.81 | 0.96 | 0.76 | 0.94 | 098 | 1.00 | 091 | 0.86 | 0.82 | 0.70
1 095 | 0.77 | 0.96 | 0.80 | 0.95 | 0.98 | 1.00 | 0.90 | 0.88 | 0.82 | 0.70
2 095|074 | 097 | 0.81 | 0.96 | 098 | 1.00 | 0.89 | 0.88 | 0.82 | 0.70
4 096 | 0.72 | 097 | 0.83 | 0.96 | 0.98 | 1.00 | 0.88 | 0.89 | 0.82 | 0.71
8 096 | 0.73 | 098 | 0.85 | 0.97 | 0.97 | 1.00 | 0.86 | 0.89 | 0.82 | 0.72

Table 3. Area Under the rocC Curve (auc) performance for all file types with increasing context size.
For the Doc clusters there is clear increase in performance, while the BMmp clusters clearly suffer from
included context in the feature computation.
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